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Abstract

This menmo defines Redirected emnil trace header which can be used
to identify changes nade to source and destination paraneters of
emai | message by SMIP forwarding and redirection systens and to
identify what type of redirection took place. Original-* headers

are also defined to show changes nmade to other headers by forwarding
and redirection systens.
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Conventions Used in This Docunent

I n exanp

es, "C:" and "S:" indicate lines sent by the client and

server respectively.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

" SHOULD",
docunent

"SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
are to be interpreted as described in RFC- 2119 [ KEYWORDS] .
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I nt roducti on

Emai |l message on its way from sender to recipient passes through
a nunber of SMIP systens and may undergo vari ous changes to its
destination and source information. These changes are the result
of email nessage being processed by systens such as forwarders,
mail |ist processors, an SMIP proxy systens and other types of
forwardi ng and enmil|l redirection systens.

The final recipient often has no idea what kind of changes nmmy have
happened to the enmil nmessage it received while it was in transit
and this information is often desired when debuggi ng email routing
probl enms, when investigating the source of unwanted email and for
many ot her reasons.

Thi s document attenpts to help in tracking changes done to enmil
message during transm ssion by introducing "Redirected" trace header
whi ch automated email forwardi ng and redirection systens nay use

to record changes done by themto enmnil nmessage. Additionally
"Original-*" and "New*" headers are also defined to all ow these
systens to record original and new val ues of those headers that

may have been changed by them

Redi rected Emni|l Header

"Redirected:" email header MJUST be added by emmil processing

systens that change destination or source of an email nessage while
its in transit. Such systens include but are not limted to mail [|ist
processi ng systens, enmil forwardi ng systens, SMIP proxy systens

and others. In this docunent all such email processing systens are
referred to collectively as mail redirection agents (MRA) and the
processi ng done by such systenms is referred to as email redirection

The header MUST be used to provide information about type of emmil
processi ng that occurred and enmail address of the party responsible
for initiating email redirection. Further the header MJST incl ude

i nformati on about which email transm ssion RFC2821 paraneters and/ or
RFC2822 headers are changed by redirection agent.

Pl ease note that Redirected header is intended to be used when emil
forwarding i s being done automatically but not in case of manual user-
initiated email forwarding. In cases of nmanual forwarding, saving
original val ues of RFC2821 session paraneters should be done by mail
delivery agent which can use "Return-Path:", "Delivered-To:" and
other simlar headers for this purpose. In case of manual forwarding
if original headers are desired to be preserved, the forwardi ng agent
may either include themtogether with original nmessage by creating
Message/ RFC2822 minme part or it can keep entire nessage as it was
and use Resent-* headers to to specify new enmail source and recipient
i nformati on as described in section 3.6.6 of [MSG FORMAT].
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2.1 Syntax of Redirected Header

The ABNF syntax of "Redirected:" enmi|l header is as foll ows:

Redi r ect ed = "Redirected:" FW5S "by" systeminfo FWS parans-|i st
[FW8] ";" date-tinme CRLF

systeminfo = system nane [optional -info]

syst em nane = domain / address-litera

parans-|i st = param *( FW5s par am)

param = param name FWS data-val -1ist [optional -info]

par am name = ALPHA *(["-"] (ALPHA / DIGT))

optional -info = FWs " (" [FWB] data-val-list [FW§ ")"

data-val -Ii st = data-val -pair *([FW5] "," FWS data-val -pair)

dat a-val -pair = itemnanme [ "=" itemval ue ]

i t em name = ALPHA *(["-"] (ALPHA / DIGT))

i temval ue = quot ed-string

Of the structures not defined above - date-tine, quoted-string,
domai n, FWS and CRLF are defined in [ MSG FORMAT] and donai n
and address-literal are defined in [SMIP].

2.2 Required data in Redirected header

Redi rect ed header should start with information about system addi ng
the header. Fully qualified domain name of the system MJST be added
following "by" clause and furthernore ip address of the system SHOULD
be recorded by putting it inside "( )" data structure that foll ows
system nanme. The ip address should be recorded as "ip=[A. B.C.D|"
where a.b.c.d is actual ip address and if system has ip addresses of
multiple types (i.e. both IPv4 and | Pv6 addresses) then all these ip
addresses SHOULD be added and this is done by having nore then once

i nstance of "ip=" separated by ",

Here is how this would | ook |ike for system forwarder. exanpl e.com
whi ch has | Pv4 address 192.168.0.1
Redi rected: by forwarder. exanple.com (ip=[192.168.0.1])

After the systeminformation follow redirection data paranmeters and
two of themare required and its preferable that they be added
i medi ately after systeminfornmation data.
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2.2.1 On-behal f-of paraneter

The first required redirection paraneter is "on-behalf-of" which is
used to specify enmil address of the person or entity that caused
redirection agent to do email processing being recorded by the

Redi rect ed header

Choosi ng emai |l address depends on what kind of redirection is taking
place. In case of mail lists, the entity responsible for initiating
processing is mail list itself and so emanil address of the |ist

or emni|l address of the list owner should be entered here. In case
of SMIP proxy, the entity is always proxy itself and so specially
desi gnat ed address or address of SMIP proxy system postnaster is

to be used. For forwarders that change destination of the nessage
based on settings associated with original RCPT TO address, that
RCPT TO address can be used with on-behal f-of paraneter.

If there are privacy concerns regarding using real user emil
address, then forwarding agent may use an alias or may designate
and use its own default adm nistrator account such as postmaster.

For those systens that support responsible subnitter extension
[ SUBM TTER] the enmil address used with SUBM TTER MAI L paranet er
woul d often be the sane as on-behal f-of address.

2.2.2 Process-type paraneter

The second required paranmeter is "process-type" which is used to
specify type of enmil processing taking place. There are three
possi bl e values that nay be used - "forwarding", "mail-list"

and "smtp-proxy". Please note that new types require explicit
definition by | ETF docunents and if it is not certain what type
of processing is being done by forwardi ng agent, then it SHOULD
be reported as default "forwarding" type.

An optional information can also be reported together with this
paranmeter that indicates an exact processing id, for instance for

email lists it is recomended that list-id be included as in:
process-type mail-list (list-id=<ietf.ietf.org>)

2.3 Recording email envel ope changes
Emai | envel ope is [SMIP] session data associated with MAIL FROM and
RCPT TO commands. If email is relayed by SMIP server, then these data
val ues are not changed and SMIP Server woul d use the sanme information
when it connects to another SMIP server as what it received from
i ncom ng connection. But if redirection is taking place then sone of
these paraneters naybe changed and new MAIL FROM and/or RCPT TO
emai | addresses would be used in the nessage transmitted to next SMIP
Server by redirection agent.

Lei bzon Expires - May 2005 [ Page 5]



Email Redirection Trace Headers Novenmber 2004

Redi rect ed header SHOULD be used to record changes done by enmi
processi ng systens to email envel ope paraneters that are associ ated
with either source or destination addresses of email nessage.

Such paraneters include actual email addresses used in "NMAIL FROM
and "RCPT TO' SMIP commands [ SMIP] and ot her addresses associ ated
with source or destination such as ORCPT paraneter of RCPT command
[ SMIP- DSN] and SUBM TTER par aneter of MAIL command [ SUBM TTER] .
Changes to other nmessage identification paranmeters such as ENVID
parameter of MAIL [SMIP-DSN] may al so be recorded by this header.

Two Redirected data paraneters that are used to record changes to
emai | envel ope are "original -envel ope" and "new envel ope". After
ori gi nal -envel ope follows |ist of envel ope paraneter val ues that
are changed by the processing done by redirection agent (this
includes listing those parameters that were present in inconing
SMIP session but would not be passed along to the next server).
Fol | owi ng newenvelope is a list of those envel ope paraneters

that were changed with their new values as well as list of any new
source or destination or nmessage identity SMIP paraneters that

are being introduced by redirection agent.

Each envel ope paraneter is recorded foll ow ng original-envel ope
or new-envel ope and item nane used is determ ned based on if the
paranmeter is passed with MAIL command or RCPT conmand. For MAIL
command paraneters, the nane should be nmail-nanme where nane

is exactly the sane as MAIL paraneter keyword nane, for exanple
for SUBM TTER paraneter the name would be "mail-submitter”. For
RCPT conmmand paraneters, the nane should be rcpt-name where name
is exactly the sane as RCPT paraneter keyword, for exanple
"rcpt-orcpt". For emmil address directly following MAIL FROM the
item nane used for recording this address is "return-path". For enai
addresses following RCPT TOthe item name used is "recipient".

If any of the MAIL or RCPT paraneters to be recorded consist of
mul tiple emai|l addresses (such as nultiple addresses follow ng
RCPT TO then listing of all of themrequires use of quotes to
meke the list of these addresses becone one string value. Note
also that if original value contains a |ist of addresses and new
val ue of same parameter contains singular address but one found
anong original list, then it is NOT RECOMVENDED t hat these val ues
be recorded in original-envel ope and new envel ope paraneters.

Additionally in case of emmil list it is often desirable for mai
list processor to prepare single nmail nessage content data for
delivery to all mail list subscribers. However "RCPT TO' address

woul d be different for each subscriber, so adding "recipient” into
"new- envel ope" paranmeter would require different nessage content
for different subscribers. An alternative to this is to record only
"reci pient" paraneter nane in the "new envel ope" (without =") to
indicate that it has been changed. The new val ue of RCPT TO shoul d
then be recorded directly by SMIP server (rather then mail |ist
processi ng progran) by neans of "for" clause of Received header
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2.4 Recording |list of changed headers

In addition to nodi fying SMIP envel ope data, nobst redirection agents
al so nodi fy existing headers or add new headers to email nessage
(and there are even sone redirection agents that only add or nodify
source or destination headers w thout actually changi ng envel ope).
Consequently Redirected header offers a way that MRAs can report

whi ch headers were changed by nmeans of "changed-headers" paraneter.

Whil e there are nunber of headers used in email nessages, for
tracking email routing changes done by MRAs of npbst interest are
those headers that specify source or destination information or other
message identification data. The following is partial |ist and brief
description of such headers with information on which docunent

descri bes how header is used in nore detail

To: - Primary recipient mail box, see [ MSG FORMAT]

Cc: - Carbon-copy recipient mailbox, see [ MSG FORMAT]
From - Mil box of nmessage author, see [ MSG FORMAT]
Sender : - Mail box of nessage sender, see [ MSG FORMAT]

Repl y- To: - Miilbox for replies to nessage, see [ MSG FORMAT]
Message-1D: - Message identifier, see [ MSG FORVAT]

List-1D: - Ml list identifier, see [LIST-ID]

I f changes are made to above headers by MRA, this SHOULD be recorded
by means of Redirected header

M ssing from above |ist are sone headers that include nessage source
or destination information but where existing instances of the
headers are not supposed to be nodified by subsequent email servers,
but instead new i nstances are added to the beginning of the nessage.
These headers including all trace headers |ike Received and Return-
Path as well as all Resent-* headers are not supposed to be included
in Redirected "changed- headers" paraneter when new header is added.

For other headers even if header is not related to nessage source or
destination, if the header value is nodified by retransmn ssion agent,
it MAY also be listed in Redirected "changed-headers"” paraneter.

When listing headers follow ng "changed-headers" paranmeter keyword, it
shoul d consist only of list of header nanes separated from each other
by "," but not values of the headers. Unlike envel ope data, val ues of
changed headers are reported as separate headers as described in the

next section of this docunment.

3. Original-* and New* headers

When header of an emnil nessage is nodified or replaced by MRA

as described in section 2.4 of this docunment, then original value

of the header SHOULD be preserved by taking entire header and addi ng
"Original-" before its name and them putting this new header right
bel ow correspondi ng Redirected header. Note that |ist of headers in
"changed- headers” may include |arger set of headers then what can be
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preserved by neans of Oiginal- headers since changed-headers |i st
al so includes sone headers that are newly added by Redirection agent.

Addi tionally new val ue of header that has been changed or added by

redirection agent and listed in the "changed-headers" paraneter of

Redi rect ed header MAY al so be saved for debuggi ng purposes by neans
of New* header. The process is the same as with Oiginal -* header

and involves taking entire header and adding "New" before its name
and putting this new header bel ow Redirected.

If both Original-* and New* headers are added then New * headers
SHOULD be pl aced above Original-* headers and i medi ately above al
added New-* headers MUST be Redirected header. If redirection agent

is al so addi ng Recei ved header then Received SHOULD be added bel ow
the Original-* headers (but in sone cases as described in section 2.3
addi ng extra Recei ved header above Redirected may al so be appropriate)

Pl ease note that Original-* headers can al so be added by systens that
do not add Redirected header at the sane time. The neani ng of the
header nust however be the same and represent val ue of the header at
the earlier stage of emmil transm ssion.

4. Exanpl es
Thi s section provides exanples of how Redirected and correspondi ng
Oiginal-* and New* headers can be used by various email forwarding
and redirection systens.
The foll owing dramati c personae appear in the exanpl es:

al i ce@wonder. | and. exanpl e: the original author of e-mail nessage

rabbi t @wnder. | and. exanple: Alice's assistant who is the one
actual ly sendi ng nmost nessages

bob@onpany. com exanpl e: the final recipient of each e-mi
bob@l mamat er . edu. exanpl e: an enmi| address used by Bob which he has
configured to forward mail to his office

account at bob@onpany.com exanpl e

list@millist.org.exanple: a mail list which both Bob and Alice
are subscribed to

The mail systens in the exanples have the follow ng i p addresses:

mai | . wonder . | and. exanpl e - 10.0.0.1
mai | . conpany. com exanpl e - 10.2.0.1
mai | . al mmat er. edu. exanple - 10.4.0.1
mail.maillist.org.exanple - 10.8.0.1

nobi | e- 123. wonder nobi | e. | and. exanpl e - 10. 10. 3. 123
nobi | e- proxy. wonder nobi | e. | and. exanple - 10.10.2.1
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4.1 Mail Forwarding

Alice asks M Rabbit to deliver a nmessage to her Uncle Bob and M.
Rabbit being sophisticated fellow with busy schedul e deci des to send
it by email. He creates nessage with headers as foll ows:

From "Alice" <alice@wonder.!|and. exanpl e>

To: "Uncl e Bob" <bob@l mamat er. edu. exanpl e>

Sender: "W Rabbit" <rabbit@wnder.| and. exanpl e>

Subject: Invitation to tea party

Date: Sat, 16 Oct 2004 00: 00: 00 +0000

Message- | D: <123456789@wnder . | and. exanpl e>

An SMIP session from nmail.wonder. | and. exanpl e server m ght then | ook
sonmething |ike this:

220 mail . al mamat er . edu. exanpl e ESMIP server ready
EHLO mai | . wonder . | and. exanpl e

250-mai | . al mamat er . edu. exanpl e

250- DSN

250- AUTH

250 Sl ZE

MAI L FROM <al i ce@wnder . | and. exanpl e> RET=HDRS ENVI D=QRSTUV123
250 <al i ce@wnder. | and. exanpl e > sender ok

RCPT TO <bob@l manat er . edu. exanpl e> NOTI FY=SUCCESS
250 <bob@l mamat er . edu. exanpl e> reci pi ent ok

DATA

354 okay, send nessage

From "Alice" <alice@wnder.!|and. exanpl e>

To: "Uncl e Bob" <bob@l mamat er. edu. exanpl e>
Sender: "W Rabbit" <rabbit @wnder.| and. exanpl e>
Subject: Invitation to tea party

Date: Sat, 16 Oct 2004 00: 00: 00 +0000

Message- |1 D: <123456789@wnder . | and. exanpl e>

(rest of nessage body goes here)

250 nmessage accepted

QT
221 goodbye

NOLONDOOOONOLONOLONNLLOW

When nessage is received by al mamat er. edu. exanpl e SMIP server,
it would add the followi ng Received header to the nessage:

Recei ved: from nmil.wonder.| and. exanpl e (rmail.wonder. | and. exanpl e
[10.0.0.1]) by mail.al mamater. edu. exanple (8.12.1/8.12.1)
with ESMIP id ijklnmonpgrstl for <bob@l manat er. edu. exanpl e> ;
Sat, 16 Oct 2004 00: 00: 01 +0000

Based on user settings for account bob@l manmat er. edu. exanpl e (such
as presence of .forward), the nmil.al mamater. edu. exanpl e nust now
forward this nmessage to bob@onpany. com exanpl e. The forwarding

system therefore is changi ng RCPT TO envel ope address but does not
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change RFC2821 MAIL FROM (which is alice@wnder.!|and. exanple) or any
headers. As such the followi ng trace header is added:

Redi rected: by nmuail. al mamat er. edu. exanple (i p=[10.4.0.1])
on- behal f - of bob@l manmat er. edu. exanpl e
process-type forwardi ng
ori gi nal - envel ope reci pi ent =bob@l mamat er . edu. exanpl e
new envel ope reci pi ent =bob@onpany. com exanpl e,
rcpt-orcpt="rfc2822; bob@l mamat er. edu. exanpl e" ;
Sat, 16 Oct 2004 00:00: 02 +0000

The nessage is now transnmtted from nail.al maneter. edu. exanple to
mai | . conpany. com exanpl e and SMIP session might ook |like this:

MAI L FROM <al i ce@wnder . | and. exanpl e> RET=HDRS ENVI D=QRSTUV123
250 <al i ce@wonder. | and. exanpl e > sender ok
RCPT TO <bob@onpany. com exanpl e> NOTI FY=SUCCESS
ORCPT=rf c2822; bob@l manmat er . edu. exanpl e
250 <bob@onpany.com exanpl e> reci pi ent ok
DATA
354 okay, send message
Redi rected: by mail. al mamat er. edu. exanple (i p=[10.4.0.1])
on- behal f - of bob@l mamat er. edu. exanpl e
process-type forwardi ng
ori gi nal -envel ope reci pi ent =bob@l mamat er. edu. exanpl e
new envel ope reci pi ent =bob@onpany. com exanpl e,
rcpt-orcpt="rfc2822; bob@l mamat er . edu. exanpl e"
Sat, 16 Oct 2004 00:00: 02 +0000
Recei ved: from nmil.wonder.| and. exanpl e (rmail.wonder. | and. exanpl e
[10.0.0.1]) by muil.al mamater. edu. exanple (8.12.1/8.12.1)
with ESMIP id ijklnmonpgrstl for <bob@l manat er. edu. exanpl e> ;
Sat, 16 Oct 2004 00: 00: 01 +0000
From "Alice" <alice@wonder.!|and. exanpl e>
To: "Uncl e Bob" <bob@l mamat er. edu. exanpl e>
Sender: "W Rabbit" <rabbit@wnder.| and. exanpl e>
Subject: Invitation to tea party
Date: Sat, 16 Oct 2004 00: 00: 00 +0000
Message- 1 D: <123456789@wnder . | and. exanpl e>
(rest of nessage body goes here)

S: 220 nmil.conpany. com exanpl e ESMIP server ready
C. EHLO mail . al mamat er. edu. exanpl e

S: 250-nmi |l . conpany. com exanpl e

S: 250- DSN

S: 250- AUTH

S: 250 SIZE

cC

S:

cC

250 nessage accepted

QT
221 goodbye

NN NN RO NN NN NONONON O NONONON O N O RO NONO RN OR )

Lei bzon Expires - May 2005 [ Page 10]



Email Redirection Trace Headers Novenmber 2004

4.2 Mail List

When M Rabbit is preparing the nessage that Alice has witten for
delivery to the mail list |list@millist.org.exanple the headers of
t he new nessage mi ght | ook like:

From "Alice" <alice@wonder.!|and. exanpl e>

To: "The List" <list@rmillist.org.exanple>
Sender: "W Rabbit" <rabbit @wonder.| and. exanpl e>
Subj ect: News from the Wonderl and!

Date: Sat, 16 Oct 2004 00: 00: 00 +0000
Message- | D: <123456789@wnder . | and. exanpl e>

An original SMIP session from rmail.wonder.| and. exanpl e server m ght
then | ook something |ike this:

220 maillist.org.exanpl e ESMIP server ready
EHLO nmi | . wonder . | and. exanpl e
250-nmmi | i st. org. exanpl e

250- DSN

250- AUTH

250 SI ZE

MAI L FROM <al i ce@wnder . | and. exanpl e>

250 <ali ce@wonder .| and. exanpl e> sender ok
RCPT TO <list@reillist.org.exanpl e>

250 <list@millist.org.exanple> recipient ok
DATA

354 okay, send nessage

From "Alice" <alice@wonder.|and. exanpl e>
To: "The List" <list@millist.org.exanple>
Sender: "W Rabbit" <rabbit @wnder.| and. exanpl e>
Subj ect: News from the Wonderl and!

Date: Sat, 16 Oct 2004 00: 00: 00 +0000
Message- 1 D: <123456789@wnder . | and. exanpl e>
(rest of nessage body goes here)

250 nessage accepted

QT
221 goodbye

NOLOODOOONNOLONOLONYLVLLOW

When nmessage is received by maillist.org.exanple incom ng SMIP server,
it would add the followi ng Received header to the nessage:

Recei ved: from mail.wonder.| and. exanpl e (mail.wonder. | and. exanpl e
[10.0.0.1]) by mail.millist.org.exanple (8.12.1/8.12.1)
with ESMIP id ijklnnonpqgrst2 for <list@millist.org.exanple> ;
Sat, 16 Oct 2004 00: 00: 01 +0000

Mail |ist processing programis now run at maillist.org.exanple which
needs to add Sender, Reply-To and Mil -List headers, but before it
does, the program checks if any of these headers are already present
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in the nessage and those that are found are copied over to becone
Oiginal-*. In this nessage existing header is
Sender: "W Rabbit" <rabbit @wnder.| and. exanpl e>"
and so to the top of the nessage the followi ng is added:
Original-Sender: "W Rabbit" <rabbit@wnder.| and. exanpl e>
Addi tional header that is nodified by mail list programis Subject,
so original value is copied over to becone header Original -Subject:
Original -Subject: News fromthe Wnder!| and!
Now mail |ist programis ready to add Redirected header, to do that
it also needs to know original envel ope paraneters val ues which
in sonme way should have been passed along from SMIP server to nmi
list program It is also notable that since mail |ist server is
creating new nessage for nmultiple subscribers, it can not put al
their nanes in the Redirect header, so new val ue of SMIP recipient
is not specified. In the end the nessage that | eaves mail |ist
processi ng program nay | ook sonething |ike this:

Redirected: by maillist.org.exanple (ip=[10.8.0.1])
on-behal f-of list@millist.org.exanple
process-type mail-list (list-id=<list.maillist.org.exanple>)
ori gi nal -envel ope return-path=alice@wonder. | and. exanpl e,

recipient=list@millist.org.exanple

new envel ope return-path=list@millist.org.exanple, recipient
changed- headers Sender, Reply-To, List-ID, Subject ;
Sat, 16 Oct 2004 00:00: 02 +0000

Original-Sender: "W Rabbit" <rabbit@wnder.| and. exanpl e>

Original -Subject: News fromthe Wnder!| and!

Recei ved: from mail.wonder. | and. exanpl e (rmail.wonder. | and. exanpl e
[10.0.0.1]) by nmail.millist.org.exanple (8.12.1/8.12.1)
with ESMIP id ijklnnonpqgrst2 for <list@millist.org.exanple> ;
Sat, 16 Oct 2004 00: 00: 01 +0000

Reply-To: list@millist.org.exanple

From "Alice" <alice@wonder.!|and. exanpl e>

To: "The List" <list@raillist.org.exanple>

Subject: [list] News fromthe Wnderl and!

Date: Sat, 16 Oct 2004 00: 00: 00 +0000

Message- 1 D. <123456789@wnder . | and. exanpl e>

Sender: <list@millist.org.exanple>

List-ID: <list.maillist.org.exanple>

After mail list processing programconpletes, it then passes the
nmessage to |ocal MIA for further delivery. MIA programat the tine

of delivery adds additional Received header which can now be different
for each recipient the nessage is sent to. In this exanple the nessage
goes to bob@onpany. com exanpl e and so the foll owi ng Recei ved header

i s added:

Recei ved: from | ocal host (local host [127.0.0.1])
by mail.maillist.org.exanple for <bob@onpany.com exanpl e>
Sat, 16 Oct 2004 00:00: 03 +0000
Note: Mail |ist software programthat has better integration with

Lei bzon Expires - May 2005 [ Page 12]



Email Redirection Trace Headers Novenmber 2004

SMIP Server (or one that prepares each emai|l nmessage separately for
MIA) would want to directly add "recipient" address as part of "new
envel ope" of Redirected header and probably would not add anot her
Recei ved trace header on top of that.

The nessage is now transnmtted fromnmail.maillist.org.exanple to
mai | . conpany. com exanpl e and SMIP session night [ ook |ike this:

2NN NN OO NN OO RO NONON O RO NO NN OO NONONO N O RO NO NN O NONONO NN SR NONVN RN N RN SN

Lei bzon

220 conpany.com exanpl e ESMIP server ready

EHLO mai |l .mai |l i st. org. exanpl e
250- conpany. com exanpl e

250- DSN

250- AUTH

250 SI ZE

MAIL FROM <l i st @i |l |ist.org. exanpl e>

250 <list@millist.org.exanpl e> sender ok

RCPT TO <bob@onpany. com exanpl e>

250 <bob@onpany. com exanpl e> reci pi ent ok

DATA

354 okay, send nessage

Recei ved: from | ocal host (local host [127.0.0.1])
by mail.maillist.org.exanple for <bob@onpany.com exanpl e> ;
Sat, 16 Oct 2004 00: 00: 03 +0000

Redirected: by nmaillist.org.exanple (ip=[10.8.0.1])
on-behal f-of list@millist.org.exanple
process-type mail-list (list-id=<list.maillist.org.exanple>)
ori gi nal -envel ope return-path=alice@wonder.| and. exanpl e,

recipient=list@millist.org.exanple
new envel ope return-path=list@millist.org.exanple, recipient
changed- headers Sender, Reply-To, List-ID, Subject ;
Sat, 16 Oct 2004 00: 00: 02 +0000

Original-Sender: "W Rabbit" <rabbit@wnder.| and. exanpl e>

Original -Subject: News fromthe Wnderl and!

Recei ved: from nmil.wonder. | and. exanpl e (rmail.wonder. | and. exanpl e
[10.0.0.1]) by mail.maillist.org.exanple (8.12.1/8.12.1)
with ESMIP id ijKklnnonpgrst2 for <list@millist.org.exanple> ;
Sat, 16 Oct 2004 00: 00: 01 +0000

Reply-To: list@millist.org.exanple

From "Alice" <alice@wonder.!|and. exanpl e>

To: "The List" <list@millist.org.exanple>

Subject: [list] News fromthe Wnderl and!

Date: Sat, 16 Oct 2004 00: 00: 00 +0000

Message- |1 D: <123456789@wnder . | and. exanpl e>

Sender: <list@millist.org.exanpl e>

List-1D: <list.maillist.org.exanpl e>

(rest of message body goes here)

250 nessage accepted

QT
221 goodbye
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4.3 Automat ed SMIP Redi recti on

Alice on a trip through Looking dass can not find M Rabbit to
del i ver her nmessages and when she asks Red Queen to help and she
gives Alice as a gift email nobile access device. The device would
normal Iy send emails through | ocal mail server in Looking G ass and
is pre-configured with its name for subnmitting finished email, but
the devi ce does support roam ng and works in other places. So having
mast ered use of this device Alice no |onger needs help of M Rabbit
and on her next visit to Wonderland uses roam ng capabilities to send
emai | through Wonderl and | ocal nobile service provider Wnder Mobi | e.
For security reasons Wonder Mobi | e does not allow roam ng and guest
users to connect to renote SMIP servers and redirects all SMIP
connections to its own SMIP proxy server.

VWhen email is being sent fromthis nobile device, the nessage
headers are as foll ows:

From "Alice" <alice@wnder.!|and. exanpl e>
To: "Uncl e Bob" <bob@l mamat er. edu. exanpl e>
Subj ect: |'m back in Wonderl and

Date: Mon, 18 Oct 2004 00: 00: 00 +0000

Mobil e device tries to establish SMIP session for submitting this
emai|l to mail.lgnobile.looking-glass.exanple but its caught by proxy,
and SMIP session is established to nmail.wondernobile.land. exanpl e:

S: 220 nobil e-123. wonder nobi | e. | and. exanpl e ESMIP server ready
C. EHLO nobi | e- proxy. wonder nobi | e. | and. exanpl e
S: 250-nobil e-123. wonder nobi | e. | and. exanpl e
S: 250- SUBM TTER
S: 250 SIZE
C. MAIL FROM <al i ce@wnder. | and. exanpl e>
SUBM TTER=al i ce@wonder . | and. exanpl e
S: 250 <alice@wnder. | and. exanpl e > sender ok
C. RCPT TO <bob@l mamat er . edu. exanpl e>
S: 250 <bob@l manmat er. edu. exanpl e> reci pi ent ok
C. DATA
S: 354 okay, send nessage
C. From "Alice" <alice@wnder.!|and. exanpl e>
C. To: "Uncle Bob" <bob@l manat er. edu. exanpl e>
C. Subject: |I'm back in Wnderl and
C. Date: Mn, 18 Oct 2004 00: 00: 00 +0000
C. (rest of nessage body goes here)
(O
S: 250 nessage accepted
C QUT
S: 221 goodbye

An enmmil proxy server nobile-proxy.wondernobile.land. exanple first
adds Recei ved header as follows:
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Recei ved: from nobil e-123. wonder nobi | e. | and. exanpl e
(nobi | e-123. wonder nobi | e. | and. exanpl e [10. 10. 3. 123])
by nobil e- proxy. wonder nobi |l e. | and. exanple (8.12.1/8.12.1)
with ESMIP id ijklnnonpqrst3 for <bob@l manmat er. edu. exanpl e> ;
Mon, 18 Cct 2004 00: 00: 01 +0000

The proxy server then adds its own Sender header to identify the

emai | as having been sent by nmeans of this proxy (since there was no
Sender header in the emnil before, Oiginal-Sender header is not added)
and it adds Redirected header to identify that redirection took place:

Redi rected: by nobil e-proxy. wondernobi |l e. | and. exanpl e (i p=[10.10.2.1])
on- behal f - of proxy@wnder nobil e. | and. exanpl e
process-type sntp-proxy
ori gi nal -envel ope mail -subm tter=alice@wnder. | and. exanpl e
new envel ope mail -subnitter=proxy@wndernobil e.l and. exanpl e
changed- headers Sender ; Mn, 18 Cct 2004 00: 00: 02 +0000

The SMIP session from nobil e-proxy. wonder nobil e. | and. exanple to
mai | . al mamat er . edu. exanpl e woul d now | ook |ike this:

220 mmi | . al mamat er . edu. exanpl e ESMIP server ready

EHLO nobi | e- proxy. wonder nobi | e. | and. exanpl e

250- i | . al mamat er . edu. exanpl e

250- SUBM TTER

250 Sl ZE

MAI L FROM <al i ce@wnder . | and. exanpl e>

SUBM TTER=pr oxy @wnder nobi | e. | and. exanpl e

250 <al i ce@wnder. | and. exanpl e> sender ok

RCPT TO <bob@l manmat er. edu. exanpl e>

250 <bob@al mamat er . edu. exanpl e> reci pi ent ok

DATA

354 okay, send nessage

Redi rected: by nobil e-proxy. wonder nobi | e. | and. exanpl e
(i p=[10.10.2.1]) on-behal f-of proxy@wondernobile.land. exanple
process-type sntp-proxy
ori gi nal -envel ope mail -subnmitter=alice@wonder. | and. exanpl e
new envel ope mail -subnitter=proxy@wndernobil e. | and. exanpl e
changed- headers Sender ; Mon, 18 Cct 2004 00: 00: 02 +0000

Sender: proxy@wnder nobi |l e. | and. exanpl e

Recei ved: from nobil e-123. wonder nobi | e. | and. exanpl e
(nobi | e-123. wonder nobi | e. | and. exanpl e [10. 10. 3. 123])
by nobil e- proxy. wonder nobi | e. | and. exanpl e (8.12.1/8.12.1)
with ESMIP id ijklnnonpqrst3 for <bob@l mamat er. edu. exanpl e>
Mon, 18 Oct 2004 00: 00: 01 +0000

From "Alice" <alice@wnder.!| and. exanpl e>

To: "Uncl e Bob" <bob@l mamat er. edu. exanpl e>

Subj ect: 1'm back in Wonderl and

Date: Mon, 18 Oct 2004 00: 00: 00 +0000

(rest of nessage body goes here)

ZEONONONONONONONONONONONONONONONONONORV NON N O N INNORUNORG NON

250 nessage accepted
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7. Security Considerations

Redi recti on header by itself does not provide reliable neans of
verification that email redirection and forwarding really took place
as described by the header and its possible for some SMIP systemto
forge this header in the email being sent possibly in order to nmeke
it appear that another system may have been origi nal source of the
emai | nmessage.

As such any information in this header can only be relied upon if
sonme other form of authentication of the systemthat added the header
is avail able, such as if SMIP Server can verify SMIP Client system
based on its ip address, it can then trust information added by the
SMIP Client in trace headers to be valid. For systens nore then one
SMIP hop away where direct SMIP session transnission verification

is not possible, the authentication should be done by neans of
cryptographic email signatures.

8. | ANA Consi derati ons

IANA is herewith requested to register the Redirected header in the
Message Header Fields Registry as foll ows:

Header field nane:
Redi rect ed

Appl i cabl e protocol
Emai | (RFC2821, RFC2822)

St at us:
provi si onal
(Note to RFC Editor: Replace this with "standard")

Aut hor/ Change controller
Wl liam Lei bzon, wlliamal an. net
(Note to RFC Editor: Replace this with "I ETF" in the future)

Speci fication docunent(s):
Internet-Draft draft-|eibzon-enmilredirection-traceheaders-00.txt
(Note to RFC Editor: Replace this with RFC YYYY if docunent
achi eves RFC status)

Rel ated i nformati on:
none

Oiginal-* and New* will also need to be registered and |isted
separately in I ANA directory unless way is found to regi ster genera
"Prefix" for headers as reference to existing headers.
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